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WAYF operates a hub and spoke federation in Denmark. The WAYF operational team maintains the
metadata for the federation hub.

This document describes the registration practices for both Identity Providers and Service Providers, as
well as information on metadata aggregation for eduGAIN.

Identity Provider Practices

Identity Provider Registration Practices

WAYF serves public organizations, e.g.:

Universities

University Colleges

Upper secondary schools

Public schools

Research institutes

Libraries

Governmental agencies and departments
Danish healthcare regions

Municipalities and other local authorities

For an Identity Provider to join WAYF, the following requirements must be met:

. The Identity Providers must sign a “Data processor contract” with WAYF.

. The Identity Providers must deliver a description of their identity management practices, which
must as a minimum comply with national Danish it-security requirements.

. The Identity Provider must provide technical and administrative contact information.

. The Identity Providers must have passed technical integration to WAYF.

Identity Provider Registration Practices for eduGAIN

All Identity Providers connected to WAYF are automatically included in eduGAIN, cf. the “Data processor
agreement” between WAYF and the Identity Provider.

There are no additional eduGAIN practices for Identity Providers.
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Service Provider Practices

Service Provider Registration Practices

For a Service Provider to join WAYF, the following requirements must be met:

The Service Provider must sign the WAYF Service Provider contract.

The Service Provider must provide WAYF with a description of the service.

The Service Provider must provide technical and administrative contact information.
The Service Provider must agree with WAYF about which attributes are released.
The Service Providers must have passed technical integration to WAYF.

Service Provider Registration Practices for eduGAIN

The practices below are in addition to the “Service Provider Registration Practices” above:

The Service Provider must provide eduGAIN compliant SAML 2.0 metadata to WAYF

WAYF will only publish metadata to eduGAIN for Service Providers that are connected to the
WAYF production environment

The Service Provider must explicitly request WAYF to be listed in the eduGAIN metadata

The metadata for the Service Provider is published by WAYF. Service Providers can request an
update of their metadata by contacting WAYF operational team at operations@wayf.dk
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WAYF Metadata Aggregate
WAYF maintains an aggregate of all metadata it exposes to eduGAIN on the following location:
https://m wayf.dk/wayf- in-m xml

The metadata document signature can be validated using the following X.509 certificate:

MITIFJJjCCBA6gAwWIBAgIDCUBhMAOGCSgGSIb3DOQEBBQUAMDWXCzAJBgNVBAYTALVT
MRcwFQYDVQQKEWSHZWOUcnVzdCwgSW55LjEUMBIGALUEAXMLUMFwaWRTUOwgQOEwW
HheNMTIXMTE3MTUyODQ3WheNMTYXMTIwMDkzNzAXW)CBvzEpMCcGAL1UEBRMgcHMO
YVMS5MWSFM2NBAmh tNGAwMC85N2J0Q0d1B3¢c21JZ2U0xEzARBgNVBASTCkdUODUINDIS
MTUxMTAVBgNVBAsSTKFN1ZSB3d3cucmFwaWRzc2wuY29tL3J1c291cmNlcy9jcHMg
KGMpMTIxLzAtBgNVBASTIkRVDWEpbiBDb250cm9sIFZhbGlkYXR1ZCAtIFJhcGlk
ULNMKFIpMRkwEFwYDVQQODExBtZXRhZGFOYS53YX1ImILmRrMIIBIJANBgkghkiGOw0B
AQEFAAOCAQ8AMIIBCgKCAQEAxr6rbSatSuukWVagvAbsy63sbxaDa+1lm8V0Oy7£9T
alphmsdqdhI+MwsBLgOPPUoOK7H/iWmhmeUNtVyUGl113xGCjaYLNXaJkazxGguC]
1hSOnDpCuzEUAIMfaMNWhIXclVgio6gQSh66Nfdz+olCLOSnkImaRg2woLSedYFz
pahnOB70hImtIeQBM3SsaHdwbYgICRxXkMmTu2mWv1KTkgcYDeZraRDfIEeIeGty
38AEDLghH/ouvUFkLJI9KwZuUg0zZ4X07nyR1Sx+XNuPwLgpm9b5M8 6MuKWjg2 92k
qvBwK/rFmLYPbd] tmj4xIEghotxBhtS/gXIRXYQbmmRSHWIDAQAB04IBqzCCAacw
HwYDVROJjBBgwFoAUa2k9ahhCSt2PAMUS/TUkhniRFjAwDgYDVROPAQH/BAQDAGWY
MBOGA1UdJIQQWMBQGCCsGAQUFBWMBBggrBgEFBQcDAJALBgNVHREEFDASghBt ZXRh
ZGF0YS53YX1mLmRrMEMGA1UdHWQ8MDowOKA20DSGMmMhOdHAGLY Sy YXBpZHNzbC1 ]
cmwuZ2VvdHJI1c3QuY29tL2NybHMvemFwaWRzc2wuY3JsMBOGA1UADgQWBBRBNLAB
9YBysFSki3QR66tKuRcclTAMBgNVHRMBAf8EATAAMHgGCCsGAQUFBWEBBGwwa jAL
BggrBgEFBQcwAYYhaHROcDovL3JhcGlke3NsLWOjc3AuzZ2VvdHI1lc3QuY29tMDkG
CCsGAQUFBzAChilodHRwOi8vcmFwaWRzc2wtYW1lhLmdlb3RydXNOLmNvbS9yYXBp
ZHNzbC57cnQwTAYDVROgGBEUWQzBBBgpghkgBhvhFAQCc2MDMwMQY IKwYBBQUHAGEW
JWhOdHAG6Ly93d3cuZ2VvdHJI1c3QuY29tL3J1c291cmN1lcy9jcHMwDQYJKoZIhveN
AQEFBQADggEBAD77vs/JalnUPS+spCnuhs2XMcbmKEz7134czaWYH116jY89kKju
YrOjm5JcXalrOjtiSwEUP+TT67Z2IGZKOZIfapklJIJWIKk39XiwJAl1DnerfpSGHI5
4cbidBAKFXxInLnnKcRCK+6/yrxvedl zKVzFyAk23ZVriWtrmZbHCev0XVglOJQO£fC
06CKe9W3dxir/sQ+HTeX/Z9mPgKEecrjq9/sXDGfEnFx5skzG+yith0f8APAK4hz
NHSOTDt1nO74APVHIWXJIqiWM6QP2LNEYxpj1kACO9AI2g0bjaKn/Z0GFtQSisgw5
/VSJ96LOHO1AjYJ6HVU78J0xs)gsd6gDW5A=

————— END CERTIFICATE-----
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